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ABSTRACT 

Mobile devices contain a multitude of sensitive data and provide 

access to even more data as well as services somewhere on the 

Internet. Even if only temporarily in the hands of non-entitled 

persons, privacy is at stake. Authentication protects against unau-

thorized usage. Today’s operating systems of mobile devices offer 

authentication mechanisms. However, they are either vulnerable 

in some situations or not user friendly enough to be widely adopt-

ed. In this paper we suggest a novel authentication system which 

meets both the requirements of security and usability. For that 

purpose, we have analyzed existing authentication methods as 

well as targeting attacks. The resulting Android application Se-

cureLock is a generic authentication system, which offers PIN and 

password, but also a property-based authentication method by 

means of NFC tags, and a novel image-based method called Ges-

turePuzzle. The application has been evaluated and compared 

with other approaches for security and usability. 

Categories and Subject Descriptors 

D.4.6 [Operating Systems]: Security and protection—Access 

controls, authentication; D.2.0 [Software Engineering]: General; 

H.4 [Information Systems Applications]: Miscellaneous. 

General Terms 

Security, Human Factors. 

Keywords 

Mobile devices, security, authentication, lock screen, usability, 

Android. 

1. INTRODUCTION 
Mobile devices have captured the end users’ Internet world. Smart 

phones and tablets are increasingly used for services on the Inter-

net, such as mailing, browsing or socializing. Using such services 

involves the storage of sensitive data on these mobile devices, like 

contacts, mail messages, phone calls, short message texts, etc. 

These data have to be protected, be they for personal use only or 

for business use as well. Security mechanisms include the protec-

tion of information from disclosure and corruption. It is also 

important to keep the information accessible and productive to its 

intended users. Such mechanisms are quite mature on personal 

computers but less so on mobile devices. In addition, as the name 

suggests, mobile devices get carried around by their owners and 

may get lost or stolen much easier than their desktop counterparts. 

Once in the hand of an unauthorized user, sensitive data stored on 

the device as well as data on the Internet, that is being accessed 

with the device is at stake. Therefore, users of mobile devices 

typically install some form of access control, typically a PIN, i.e., 

a personal identification number that is a secret numeric password 

and has to be entered in order to access the device. Typically, 

PINs are rather short for usability reasons, often four-digit num-

bers resulting in ten thousand possible numbers. But short PINs 

often do not provide enough security for really sensitive data. 

Users could choose to use long and complex passwords, but 

would have to enter many characters with virtual keyboards on 

their touch screens, which is too cumbersome in most cases.  

In this paper, we will introduce authentication mechanisms as well 

as attacks against them. We will then suggest an authentication 

mechanism for Android devices, compare it to existing solutions, 

and evaluate their security and usability. For our considerations 

we assume mobile devices with touch screens and virtual key-

boards. 

2. AUTHENTICATION 
Authentication is the process of determining whether a particular 

person or device should be allowed to access a system, an applica-

tion, or specific data on a device. This process is an important 

basic security mechanism [1]. Authentication schemes can be 

broadly classified into three categories, knowledge, i.e., what we 

know, ownership, i.e., what we have, and inherence, i.e., what we 

are. We will describe these categories in more detail in subsequent 

sections. 

2.1 Knowledge 

The traditional username/password or PIN-based authentication 

scheme is an example of the type “what we know”. Other exam-

ples include questions and answers as well as graphic passwords. 

The knowledge is used to authenticate at the device. The secret 

knowledge may get into wrong hands. Everyone having this 

knowledge is able to use it for authentication. Challenge-response 

authentication is also based on knowledge. The simplest form is 

password authentication, where the challenge is asking for the 

password and the password itself is the only valid response. How-

ever, more complex challenge-response authentication mecha-

nisms are especially used to avoid that attackers may acquire the 
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secret knowledge. If, for example, a series of passwords is used, 

and the device asks for a specific one, say the n-th one, then the 

interception of a single password will not necessarily put an at-

tacker into the position to authenticate on the device. 

Graphical passwords can be used to avoid the use of passwords 

that are hard to remember. Humans are better in remembering 

images than in remembering complex character strings. Image-

based authentication can be based on recall or based on recogni-

tion [2]. Recall-based systems require users to remember images. 

Recognition-based graphical passwords are based on the identifi-

cation whether the user has seen an image before, i.e., previously 

seen images have to be recognized rather than generated from 

memory. Most mobile devices provide PINs and passwords for 

authentication by knowledge. Graphical passwords are better 

suited for touch screens than any textual input. Android also 

provides the possibility to draw a pattern for authentication. 

2.2 Ownership 

Smartcards or electronic tokens are examples of “what we have” 

type of authentication. A simple counterpart example in the non-

digital world is a key that opens a door. Whoever is in the posses-

sion of the key can enter the door. It is important that there can be 

copies of the key allowing multiple persons to enter the door. 

Other digital examples are RFID (Radio-frequency Identification) 

tags or magnetic stripe cards. NFC (Near Field Communication) 

and is a standard for radio communication for short distances up 

to 10 cm [3]. Ownership-based authentication based on NFC tags 

requires holding the NFC tag close to an NFC reading device. For 

comparison, the identification number of the NFC tag can be used. 

Advantages of authentication by ownership include the generation 

of secure passwords by an owned item. However, care has to be 

taken to remain in the possession of the item. When lost or stolen, 

another person may successfully authenticate herself. A big threat 

is given when a copy of the item is made and goes unnoticed. 

Authentication by ownership is not used yet for mobile devices. 

2.3 Inherence 

Biometric-based authentication schemes are examples of the 

“what we are” type of authentication. Biometric characteristics 

include finger prints, faces, the iris, voices, the handwriting, the 

gait, gestures, etc. They can be classified into static and dynamic 

characteristics. Static methods are based on what a person is, 

whereas dynamic methods are based on how a person does some-

thing. Finger prints are impressions left by friction ridges of fin-

gers [4]. They are a widely used biological recognition technique 

and have been used for personal verification for many decades. 

Today, automatic fingerprint recognition is state-of-the-art, ena-

bled by technologies of image processing and pattern recognition. 

Android provides the only mobile authentication mechanism by 

inherence, i.e., a face unlock mechanism where the user can au-

thenticate via face recognition. 

3. ATTACKS 
Authentication is used to secure access to systems and services. 

Attacks against authentication result in illegitimate users imper-

sonating legitimate users. Thus, attackers can use systems and 

services and perform activities in the name of the legitimate user. 

This is a threat against confidentiality, integrity and availability. 

Subsequently, we will describe various forms of attacks and dis-

cuss whether they are an issue in our context. 

3.1 Capturing 

Capturing attacks mainly involve things that may be captured. 

Examples are social engineering, shoulder surfing and eaves 

dropping. Social engineering is the art of manipulating people into 

performing actions or revealing confidential information [6]. 

Social engineering is often done in enterprise environments where 

people, for example, do not personally know all staff members of 

technical support. Often a phone call may be sufficient to get 

useful information [7]. Shoulder surfing means watching someone 

entering sensitive information, often on a smart phone where 

gestures are used for authentication and can be recognized quite 

easily. Another form of capturing is done by spyware, i.e., mal-

ware that collects information about users without their 

knowledge. This knowledge may include information about au-

thentication. Authentication on mobile devices is prone to social 

engineering, shoulder surfing and spyware. Eavesdropping is not 

an issue yet, but could become a factor when, for example, au-

thenticating wirelessly via an NFC tag. 

3.2 Cracking 

In contrast to capturing, cracking does not require any interaction 

with the legitimate user. Cracking involves systematic trying to 

find out what the system is accepting for successful authentica-

tion. Guessing may be successful when users fail in creating a 

secure password. Insecure passwords are easy to remember, but 

also easy to guess [8]. Guessing attacks are often combined with 

social engineering where the attacker is trying to get as much 

information about a user as possible [9]. Users who choose weak 

passwords are more prone to attacks than others, because attackers 

will naturally enter such passwords first. It is recommended to 

avoid references to personal data when creating a password. Ex-

amples are birth dates, place of residence, names of partner or 

children [5]. Dictionary attacks use a list of often used passwords 

[10]. Brute-force attacks are similar but use any combination of 

possible characters [5]. Hybrid attacks combine dictionary attacks 

with brute-force attacks. Probable lists of passwords are used with 

systematic modifications of these passwords like appending some 

characters or switching upper and lower case letters [11]. Diction-

ary and brute-force attacks are typically done automatically. In 

principle, they can be performed in our context, but without auto-

mation they still remain in the category of guessing. 

3.3 False identities 

Legitimate users may be misled by attackers pretending false 

identities. In spoofing attacks some masquerades herself as some-

one else by falsifying data. Spoofing can take many forms, e.g., e-

mail spoofing, IP spoofing, referrer spoofing, website spoofing. 

Website spoofing, for example, involves the creation of a hoax 

website that looks identical to the original website. The objective 

is usually fraudulent, e.g., phishing, which is an attempt to unwar-

rantedly acquire sensitive information, e.g., credit card details. 

Man-in-the-middle attacks are a special form of spoofing attacks. 

Attackers make independent connections between users and the 

servers that they believe to be connected with. If attackers are able 

to intercept all messages between two interconnected parties, they 

can control the entire conversation and gain access to sensitive 

information between these parties even when it is encrypted. In 

our authentication context, phishing may be an issue as a rogue 

application may fake the authentication screen and lure a user into 



disclosing her credentials. Spoofing and man-in-the-middle-

attacks are not relevant in the context of mobile devices. 

3.4 Physical attacks 

Physical attacks include theft and duplicates. Theft and duplica-

tions mainly involve things that we own. Attackers can steal a 

smart card but not a password as long as it is only in our head. As 

soon as we write it down, say on a sheet of paper, it may get 

stolen. This may even happen without being noticed by ourselves. 

The same is true for duplicates. Dumpster diving is also in this 

category, because attackers may, for example, find the sheet of 

paper with the password on it in our trash can. Hardware manipu-

lation is another form of physical attacks. It may yield in duplica-

tion. A typical example is an ATM skimmer where the attacker 

adds hardware to the regular ATM that allows her to make a copy 

of the ATM card and to get an eye on the PIN entering of the 

legitimate user [12]. Hardware manipulation will hardly go unno-

ticed with a mobile device, but theft, duplicates and dumpster 

diving pose a threat in our context. 

4. SECURELOCK 
The Android application SecureLock provides four different 

authentication methods as well as some additional functionality. 

Users can select one or several of these methods for authentication 

or let the application choose purely by chance. SecureLock is 

intended for a replacement of Android’s lock screen. 

4.1 PIN and Password 

PINs are frequently used to authenticate to the SIM card of the 

network operator. Authentication succeeds if the entered sequence 

matches with the one defined by the network operator, or, as in 

our case, as defined during the registration phase. Unlike other 

systems, the length of the PIN in SecureLock is not subject to any 

restrictions. Similar to PINs, our password authentication does not 

have any restrictions in its length. The password may contain any 

upper- and lower-case characters, digits and special characters. 

4.2 GesturePuzzle 

GesturePuzzle is a knowledge-based authentication method. It 

combines two different types of graphical passwords. On the one 

hand a recognition-based graphical password is used where the 

user has to recognize certain images. On the other hand a pure 

recall-based graphical password requires the user to reproduce an 

image, more specifically, a gesture. This gesture has to be entered 

via the touch screen. Authentication is based on one or several 

passwords. A password in GesturePuzzle is a quantity of at least 

one image that results in a specific gesture. Thus, users have to 

remember one resulting gesture per specified combination of 

images. An example GesturePuzzle password is shown on the left 

of Figure 1. The image combination consists of a sunshade, a 

muffin and a strawberry. This combination results in the square 

gesture shown below. After recognizing the image combination, 

this gesture has to be entered by the user for authentication. 

To protect against shoulder surfing not only the image combina-

tion of a password, but a matrix of an arbitrary number of images 

is presented for authentication. The user does not have to consider 

all images of this matrix. She only has to check a small section 

which had been defined during setup. This relevant area provides 

the advantage that an attacker cannot determine the image combi-

nation without additional knowledge about the relevant area. For 

authentication, the corresponding gesture must be drawn. The 

right side of Figure 1 shows an example of a screen for authenti-

cation with GesturePuzzle. The relevant area is in the upper left 

corner. As it contains a sunshade, a muffin and a strawberry, the 

square gesture has to be drawn. For a better understanding the 

relevant area is shown with a different background color in Figure 

1. The area is not visually recognizable when in real use.  

 

 
Figure 1. Authentication in GesturePuzzle 

All images in the matrix are randomly placed and change with 

each authentication. The relevant area contains always exactly one 

of the specified passwords. The relevant area in the example of 

Figure 1 contains the password shown on the left. Therefore, the 

user has to enter the square gesture at any point on the screen to 

get authenticated. During password registration, the size of the 

image matrix and the relevant area can be defined arbitrarily. It is 

also possible to decide on gesture accuracy, i.e., how accurately a 

gesture at least has to be reproduced for successful authentication. 

Additionally, an arbitrary number of passwords can be defined. It 

is also possible to decide whether the trace of the entered gesture 

will be displayed on the screen. Not showing the trace provides 

additional protection against shoulder-surfing attacks, because it is 

more difficult to spy out the exact gesture. 

4.3 NFC  

SecureLock offers an ownership-based authentication method 

based on NFC tags. Multiple tags can be registered. Needless to 

say, NFC authentication is offered only to users with enabled 

NFC hardware. For comparison, the identification number of the 

NFC tag is used. 

4.4 Miscellaneous 

SecureLock offers a series of additional functions like the camera 

feature which enables users to take pictures even without prior 

authentication. This is useful for snapshots where users may lose 

too much time when having to authenticate first. Without authen-

tication, users are only allowed to take pictures. Pictures taken 

previously cannot be viewed. Finder information can be specified 

as sort of a business card that is accessible to finders if the phone 

gets lost. If a device is equipped with a front camera, SecureLock 

optionally takes a picture when authentication fails. Thus, the 

legitimate user can later have a look at images of people who tried 

to authenticate on her device without success. In some scenarios a 

period of validity is useful. Within this period, the user does not 

have to re-authenticate. This function is beneficial when a device 

is frequently used or not prone to get stolen or lost, e.g., during a 

long drive with the car. As a fallback strategy a PUK, i.e., a per-



sonal unblocking key has been implemented. The PUK can be 

used if authentication data such as a password or gestures get 

forgotten, or if required NFC tags get stolen or lost. The PUK is 

similar to a password and consists of an arbitrary string. 

4.5 Implementation Aspects 
The aim of SecureLock is to deny the usage of the device without 

prior authentication. Thus, SecureLock is intended as a substitute 

for Android’s screen lock. Android does not provide an API for 

screen lock replacements. Therefore, it is necessary to implement 

the application as an Android home screen. When a user presses 

the device’s home button, she will directly be passed on to the 

home screen. This would bypass an authentication application. 

However, Android allows an application to be defined as the 

home screen. Therefore, the user will end up in SecureLock after 

pushing the home button. SecureLock then will authenticate the 

user and redirect her to Android’s standard home screen. Authen-

tication relevant data is stored with AES encryption and is kept in 

those storages that cannot be accessed by other applications. 

4.6 Installation 

The Android application SecureLock can be installed via Google 

Play on Android devices with version 2.3.3 or higher. Thus, cur-

rently SecureLock can be installed on 82.9% of all Android de-

vices [13]. Because SecureLock has to be used as home screen, it 

is necessary after installation that users define it as the standard 

home screen. This can be done via the options menu that appears 

after the first use of the home button. As mentioned previously, 

SecureLock is meant to be a replacement of the Android screen 

lock. Therefore, the original Android lock should be inactive, 

because otherwise the user would have to authenticate twice in 

two different systems. When an Android screen lock like the 

unlock pattern, Face Unlock, PIN or password is set, then authen-

tication via SecureLock will appear first. Once authenticated to 

SecureLock, the user will additionally have to authenticate to the 

operating system. 

5. COMPARISON AND EVALUATION 
We have evaluated SecureLock in two steps. First, we have com-

pared the authentication methods PIN, password, unlock pattern, 

Face Unlock, GesturePuzzle and NFC. If GesturePuzzle is used 

with only one gesture, than it is comparable to the unlock pattern. 

Therefore, for comparison we assume that more than one gesture 

is used. Also, SecureLock provides many options and, for exam-

ple, allows users to use a PIN or password only. Therefore, we 

have chosen to evaluate SecureLock when used with a Ges-

turePuzzle with several passwords combined with an NFC tag.  

Table 1. Comparison of Lock Screen Authentication 
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¹⁾ With more than one password  

²⁾ Combination of GesturePuzzle with more than one password and NFC tag 

Table 1 categorizes these mechanisms according to the authentica-

tion categories described in Section 2. Please note that Secure-

Lock had been designed to be extensible. Thus, the integration of 

an authentication method by inherence as Face Unlock would be 

easy. However, Face Unlock does not provide an API yet. There-

fore, its integration will require extensions in Android. 

5.1 Related Work 

Android, BlackBerry OS, iOS, Symbian and Windows Phone 

provide locking mechanisms. The use of passwords is available on 

all platforms. There are no restrictions to passwords, such as 

minimum length or use of special characters. Authentication with 

PIN is supported by Android and iOS. Android allows PINs with 

4-17 digits, while iOS requires exactly 4 digits. Android’s unlock 

pattern is a graphical password, in which a path is drawn on a 

matrix with 3x3 points. The pattern must comprise at least four 

points of the matrix. Each of the nine points may be used not more 

than once. Android has also introduced Face Unlock to authenti-

cate via face recognition. This feature requires a front camera at 

which a user simply has to look at. Related work is confined to 

solutions provided by operating systems for mobile devices. Ap-

plication developers are not supposed to provide their own lock 

screens for these devices. Thus, it is hardly surprising that there 

are no programming interfaces that allow for the implementation 

and integration of such a feature. SecureLock provides an alterna-

tive mechanism but, as mentioned in Section 4.6, some extra steps 

during installation have to be taken that are demanding for inexpe-

rienced users. 

5.2 Security 

In Section 3 we have discussed several attacks. Some of them are 

not an issue in our context as they aim for information sent over 

the Internet. We will consider attacks that are relevant when au-

thenticating on a mobile device. 

Social engineering includes the manipulation of people to reveal 

confidential information like a PIN or password. It is rather easy 

to communicate PIN, password or an unlock pattern. Social engi-

neering may also result in the exposure of an image that could be 

used for Face Unlock. NFC tags are also at risk, because an at-

tacker may come close enough to read the tag. We assume Ges-

turePuzzle to be resistant to social engineering, because several 

passwords are used and for each password a series of images plus 

the corresponding gesture would have to be revealed. 

Shoulder surfing. If attackers watch someone who is authenticat-

ing on her mobile device, they may easily recognize a PIN or an 

unlock pattern. A password is somewhat harder to spy out due to 

its length. Unlock patterns are particularly vulnerable to shoulder 

surfing, because they are drawn on the screen and can therefore be 

spied out even from a distance. All the other mechanisms do not 

pose a threat when being watched by others. 

Malware can take multiple forms. For example, fake applications 

or spyware can sit in the background, log user input and send it to 

a server controlled by the attacker. Once authentication data is on 

the server and, thus, in the hands of the attacker, she may try to 

get physical access to the device. It is easy to log a user’s input 

when entering a PIN or a password. The same holds for an unlock 

pattern. Even Face Unlock and NFC authentication can be at 

stake. The only information needed is an image or the identifica-

tion number of the NFC tag. The screen dialog to query a PIN 



requires only a few graphical elements. Fake applications with the 

exact same graphical user interface may be designed to ask users 

for their PIN or password. GesturePuzzle provides some protec-

tion because input depends on images shown to users. 

Guessing is a promising attack if a mobile device is in the hands 

of an attacker, unless the device deactivates itself for increasing 

intervals when wrong guesses are entered. Face Unlock, NFC tags 

and SecureLock do not permit any forms of guessing. Unlock 

patterns may pose a threat as always the same pattern is entered. 

Fingers leave greasy residue on the touch screen. It is possible to 

analyze traces on the screen and perhaps deduce the pattern [14]. 

Duplicates are an issue for Face Unlock and for NFC tags. Copies 

of an NFC tag can be made. There are reports in user forums that 

Face Unlock can be bypassed by using a photo of the legitimate 

user. Theft is only an issue for authentication by ownership, thus 

for NFC tags. But Face Unlock is also at risk as a photo may get 

stolen and later used to authenticate on the device.  

Dumpster diving is an issue if users write down their authentica-

tion credentials and dispose of their notes. Attackers may get hold 

of any information. We assume that NFC tags are spared from 

such attacks as it is unlikely that users throw away their tags when 

still used for authentication. 

Unawareness of users is a security risk in many situations. Sever-

al users consider it superfluous to protect their devices with a lock 

screen. They deem their device secure as it is in their possession 

and as they carry it along all the time. They do not waste much 

thought about their device getting lost or stolen. Unawareness is 

also a problem when users do authenticate on their device. They 

may use a weak PIN or password that is prone to guessing or 

shoulder surfing. Unlock patterns and GesturePuzzle may also 

suffer patterns that are not carefully chosen. Face Unlock, NFC 

tags and SecureLock have fewer problems with unaware users. 

Table 2 summarizes our perceptions of security aspects. Check 

marks indicate that security is sufficient. A dash has the opposite 

meaning. Circles indicate some degree of security that we consid-

er to be insufficient. As shown in the table, SecureLock is more 

secure than other mechanisms. This security advantage is attribut-

ed to the combination of two different authentication mechanisms. 

Table 2. Comparison of Security Aspects 

  P
IN

  

 P
a

ss
w

o
r
d

 

 U
n

lo
c
k

 P
a

tt
e
r
n

 

 F
a
c
e
 U

n
lo

c
k

 

 G
es

tu
r
eP

u
zz

le
 

 N
F

C
 T

a
g

s 

 S
e
c
u

re
L

o
c
k

 

Social engineering - - - o ✓ o ✓ 

Shoulder surfing - o - ✓ ✓ ✓ ✓ 

Malware - - - - ✓ - ✓ 

Guessing o o o ✓ o ✓ ✓ 

Duplicates ✓ ✓ ✓ - ✓ - ✓ 

Theft ✓ ✓ ✓ - ✓ - ✓ 

Dumpster Diving - - o - o ✓ ✓ 

Unawareness - - o ✓ o ✓ ✓ 

 

5.3 Usability 

The usability of modern mobile devices is influenced by the use 

of touch screens and the duration of the time it takes to unlock the 

device. Additionally, we evaluate the complexity, i.e., how much 

users have to remember in order to successfully authenticate, as 

well as the reliability of the system. 

Touch screen. The usability of PINs and especially passwords is 

limited in the context of mobile devices, mainly because mobile 

devices are typically equipped with a touch screen rather than a 

hardware keyboard like traditional computers. Virtual keyboards 

are inconvenient to enter secure passwords, which ideally contain 

a variation of uppercase and lowercase letters, digits and special 

characters [15]. The Android unlock pattern, GesturePuzzle and, 

thus, SecureLock are better suited for authentication via touch 

screen. NFC tags are independent from screen and keyboard. 

Duration. The duration of the authentication process is crucial for 

user acceptance. We roughly estimate 4 sec to enter a PIN and 10 

sec to enter an average password. The unlock pattern and Face 

Unlock take less than a PIN. The Android unlock pattern is only 

secure if it uses a long path. But the longer the pattern, the more 

time is needed for authentication, again resulting in reduced usa-

bility. Therefore, most users prefer rather short patterns, so that 

the authentication can be carried out within a short period of time. 

GesturePuzzle takes a little longer than the unlock pattern because 

users have to analyze the images in the relevant area. Use of an 

NFC tag will take 2-5 sec, depending on where the tag is carried 

and how easily accessible it is. As SecureLock combines Ges-

turePuzzle and NFC tags it will take a little longer. We estimate 5-

8 sec which is less than the input of an average password. 

Complexity. Images are typically much better to remember for 

humans than text, unless the text is short like a four-digit PIN. 

Unlock patterns may get quite complex unless it is a simple and 

insecure circle or square. The same holds for GesturePuzzle with 

the additional burden that more than one pattern has to be remem-

bered in addition to sets of images. 

Reliability. Android´s Face Unlock is promising but still strug-

gling with usability problems. For example, faces of people with 

dark skin are not always recognized. For authentication, the front 

camera of the smart phone, which has no flash light, is used. 

Therefore, faces in low light are not correctly recognized. 

Table 3 summarizes our usability perceptions. Expectedly, PINs 

and NFC tags do quite well. SecureLock’s rating has circles for 

duration and complexity, the price that had to be paid for security. 

NFC tags do best in usability, closely followed by unlock patterns. 

Table 3. Comparison of Usability Aspects 
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5.4 Survey 

We have additionally evaluated the usability of SecureLock by a 

small survey (N=11). Due to the small sample size the results of 

the survey can be regarded only as a first impression and as a 

tendency. The evaluation has shown that authentication on mobile 

devices, especially on smart phones, had been seen as important. 

SecureLock has been assessed with high usability with space for 

further improvements. GesturePuzzle was preferred by most 

participants because it allowed for a rapid authentication and was 

easy to use on touch screens. Several users noted that the Android 

unlock pattern was considered sufficient to meet their security 

needs. Random authentication was least frequently used. This was 

justified by the fact that this was complicated because much 

knowledge had to be kept in mind. Some users argued that they 

would neither use PIN nor password, as they require too much 

time for authentication. SecureLock is classified by the evaluation 

participants as a secure authentication application. However, we 

have to state that security can be further enhanced by a direct 

integration into the Android operating system. 

5.5 Additional Features 

Additional features are independent from authentication mecha-

nisms, yet have an influence on the usability and users’ willing-

ness to accept a specific mechanism. Thus, features like pictures 

of users who authenticate without success have to be compared 

with lock screen solutions of iOS or Android. For example, iOS 

also offers access to the device’s camera without prior authentica-

tion. Android offers a period of validity as well as finder infor-

mation. In our survey, the finder information, the attacker's photo-

graph and the camera function for snapshots were most popular. 

6. CONCLUSION 
We have introduced authentication mechanisms by knowledge, by 

ownership, and by inherence. PINs and gestures are the most user-

friendly and, thus, the most frequently used authentication mecha-

nisms for mobile devices. Once lost or stolen, mobile devices pose 

a serious threat to both sensitive data on the device and sensitive 

data accessed via the device. We have suggested a combined 

authentication mechanism for Android where users can choose 

among various different mechanisms and can also use a random 

selection of these mechanisms. An evaluation of our approach has 

shown that many users still are not aware of the perils in using 

mobile devices and that they favor more usable approaches to 

more secure ones. We believe that operating systems of mobile 

devices have to provide more advanced authentication mecha-

nisms and additional features as demonstrated by our approach, 

e.g., images of attackers or e-mail messages upon wrong authenti-

cation attempts. Additionally, we imagine an approach where 

authentication varies depending on parameters like period of 

inactivity or last used application. Simple and more complex 

authentication mechanisms could also vary depending on the 

sensitivity of used applications or depending on geographic loca-

tion, requiring simpler authentication if on familiar terrain. 
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